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Modern Terrorism and counter-Strategies: 
Addressing Governance Vulnerabilities 
and Technological Exploitation in Nigeria
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ABSTRAcT
This study examines the evolving dynamics of terrorism and assesses modern counter-terrorism strategies to 
address increasingly complex global security challenges. Focusing on developments since 2022, it highlights 
the emergence of cyber-terrorism, the strategic use of social media for recruitment and propaganda, and the 
growing decentralization of terrorist operations. Using a qualitative methodology, the research synthesizes 
insights from academic sources, government documents, and think tank reports to identify trends, evaluate 
current strategies, and pinpoint gaps.The findings reveal that terrorist groups exploit advanced technologies 
and governance vulnerabilities to enhance their influence and resilience. Key trends include cyber-attacks 
and decentralized structures, which challenge traditional counter-terrorism approaches. Progress has been 
made through initiatives like international cooperation and community engagement, but these efforts are 
often hindered by geopolitical tensions and resource limitations in fragile states.To address these challenges, 
the study advocates for a multidimensional strategy combining military, technological, and community-
driven approaches. Recommendations include strengthening cybersecurity, expanding grassroots efforts to 
prevent radicalization, and fostering cohesive global collaboration. By leveraging emerging technologies 
and addressing systemic weaknesses such as terrorist “shadow governance,.” this research underscores the 
urgency of adaptive and holistic strategies to counter contemporary terrorism effectively.
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INTRODucTION

In the current national security environment across the global world, there is little question 
that	terrorism	is	among	the	gravest	of	threats	(Burom	2004).	Massive	resources	throughout	the	
government and private sectors have been allocated and re-allocated to the task of prevent-

ing	terrorism	(Horgan	&	Taylor,	2001;	Horgan,	2003;	Borum,	Fein,	Vossekuil	&	Gelles,	2003;	Burom,	
2004). Today, terrorism has remained a pressing global security challenge, continuously evolving 
as terrorist organizations adopt new tactics and technologies to out manoeuvre traditional count-
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er-terrorism	measures.	Since	the	post-9/11	era,	the	nature	of	terrorism	has	undergone	significant	
shifts—from centralized, large-scale operations to decentralized networks employing asymmetric 
warfare, cyber-terrorism, and social media for recruitment and propaganda. These changes have 
been shaped by geopolitical developments, technological advancements, and shifts in ideological 
drivers. Regions worldwide, from the Middle East and Africa to Europe, Asia, and North America, 
continue to grapple with the far-reaching impacts of terrorism. The proliferation of extremist ide-
ologies	and	the	rise	of	transnational	terrorist	groups	like	ISIS,	Al-Qaeda,	Boko	Haram,	and	their	
splinter	factions	have	redefined	global	security	priorities.	Additionally,	the	surge	in	lone-wolf	at-
tacks, domestic terrorism, and cyber-enabled threats has added complexity to the challenges faced 
by law enforcement and security agencies. As terrorist organizations adapt to contemporary so-
cio-political and technological landscapes, understanding their evolving strategies is essential. 

Psychology,	as	a	discipline,	has	a	long	history	of	(perhaps	even	a	bias	toward)	looking	first	
to explain violent, deviant behaviours and other form of dysfunctional behaviours as a function of 
psychopathology (i.e., mental disease, disorder, or dysfunction) or maladjusted personality syn-
dromes. As Schmid and Jongman (1988) noted, “The chief assumption underlying many psycho-
logical ‘theories’…is that the terrorist in one way or the other not normal and that the insights from 
psychology and psychiatry are adequate keys to understanding.” In reality, psychopathology has 
proven to be, at best, only a modest risk factor for general violence, and all but irrelevant to under-
standing terrorism. In fact, “the idea of terrorism as the product of mental disorder or psychopathy 
has been discredited.” (Crenshaw, 1992). While early research seemed to focus almost exclusively 
in some way on “why” individuals become terrorists or engage in terrorism, the research questions 
in	this	realm,	informed	by	a	degree	of	experience,	became	more	focused	and	more	functional	(Bo-
rum,	Swartz	&	Swanson,	1996;	Horgan	&	Taylor,	2001;	Borum,	Fein,	Vossekuil	&	Gelles,	2003;	Bu-
rom, 2004). Implicit in the “why.” question was an assumption that becoming a terrorist involved 
a discrete choice to change status (Horgan & Taylor, 2001). Social and operational observations of 
numerous terrorist and extremist groups, however, suggest that recruitment and involvement typ-
ically do not occur in that way. 

Indeed,	as	Horgan	and	Taylor	(2001)	have	noted:	“What	we	know	of	actual	terrorists	suggests	
that there is rarely a conscious decision made to become a terrorist. Most involvement in terrorism 
results from gradual exposure and socialization towards extreme behavior.” Seeking a better frame-
work within which to examine the question of “why an individual becomes a terrorist.” Crenshaw, 
for example, suggested that the issue of “why terrorists persist despite the risks involved and the 
uncertainty of reward is an important question.” (Crenshaw, 1986). Moreover, she notes that there 
is a high rate of attrition in terrorist organizations, which itself begs for a greater understanding 
of how and why some exit or leave terrorist organizations or even desist from terrorist behavior. 
Psychologists John Horgan and Max Taylor have structured the issues in a most perspicuous way 
for terrorism researchers by drawing on contributions from theoretical and developmental crimi-
nology “to consider involvement in terrorism as a process comprised of discrete phases to ‘becom-
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ing’ a terrorist, ‘being’ a terrorist (or what might be construed as both a) remaining involved and 
b)	engaging	in	terrorist	offences)	and	disengaging	from	terrorism.”	(Horgan,	2003;	Burom,	2004).	
They suggest that “a fundamental distinction can be made then in analyzing the factors at work 
at	the	different	stages	of	becoming,	remaining,	and	leaving	or	terminating	involvement”	(see,	Bo-
rum,	Swartz	&	Swanson,	1996;	Borum,	Swartz	&	Swanson,	1996;	Horgan	&	Taylor,	2001;	Borum,	Fein,	
Vossekuil	&	Gelles,	2003).	Thus,	this	paper	examines	emerging	trends	in	terrorism	from	2022	on-
ward, evaluates the changing nature of these threats, and explores innovative approaches to count-
er-terrorism.	By	contributing	to	the	ongoing	discourse	on	global	security,	this	research	underscores	
the urgency of adaptive, multifaceted strategies to address the dynamic challenges posed by mod-
ern terrorism

The emergence of asymmetric warfare, cyber-terrorism, and the strategic use of social media 
for recruitment and propaganda has fundamentally transformed the terrorism landscape. Unlike 
traditional	conflicts,	where	military	 force	could	effectively	neutralize	 threats,	modern	terrorism	
thrives on decentralization, unpredictability, and the exploitation of societal and technological 
vulnerabilities.	The	convergence	of	physical	and	digital	domains	has	created	significant	challenges	
in detecting, preventing, and countering terrorist activities. The internet has facilitated the 
global spread of extremist ideologies, enabling terrorist organizations to recruit followers and 
disseminate	propaganda	across	borders	with	minimal	effort	and	resources.	Social	media	platforms,	
encrypted communication tools, and the dark web have become critical enablers for radicalization, 
operational	planning,	and	the	execution	of	attacks,	further	complicating	counter-terrorism	efforts.

Despite	advancements	in	counter-terrorism	measures,	significant	gaps	persist	in	addressing	
these evolving threats. These include inadequate coordination among international security 
agencies,	 insufficient	 community-based	 interventions,	 and	 delays	 in	 adopting	 advanced	
technologies to combat cyber-terrorism. This study aims to bridge these gaps by examining current 
trends,	assessing	the	effectiveness	of	existing	strategies,	and	providing	actionable	recommendations	
for	more	robust	counter-terrorism	approaches.	The	following	are	the	objectives	of	the	study:

1. Analyze the evolving nature of terrorism and its implications for global security. 
By	examining	recent	trends	in	terrorism,	this	study	will	identify	how	terrorist	
organizations are adapting their strategies and the implications for international security.

2.	 Evaluate	current	counter-terrorism	strategies	and	their	effectiveness	in	combating	
modern threats. 
A thorough assessment of contemporary counter-terrorism strategies will be conducted to 
determine their strengths, weaknesses, and areas for improvement.

3.	 Identify	significant	gaps	in	the	literature	related	to	counter-terrorism. 
This	study	aims	to	highlight	the	deficiencies	in	current	academic	and	policy-oriented	
literature concerning counter-terrorism, particularly in addressing emerging threats.

4.	 Propose	recommendations	for	improving	counter-terrorism	efforts. 
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Based	on	the	findings,	the	study	will	offer	practical	and	innovative	recommendations	to	
enhance counter-terrorism strategies at both national and international levels.

ThEORETIcAL PERSPEcTIVES ON TERRORISM
Terrorism is a complex, multifaceted phenomenon that resists simplistic explanations, re-

quiring a robust theoretical framework to unpack its motivations, origins, and methods. Scholars 
have examined terrorism through various lenses, including psychological theories, political theo-
ry,	social	identity	theory,	and	globalization	theory,	each	offering	unique	insights	into	the	drivers	of	
terrorism and strategies for counteracting its spread.

The instinct theories: Hitherto	known	as	psychoanalytic	theory	and	ethology:	Psychoanalyt-
ic theory is “The most widely recognized theory that addresses the roots of all forms of violence is 
the	psychoanalytic	model.	Despite	its	influence	on	writers	in	the	political	science,	sociology,	histo-
ry, and criminology literature, this model has weak logical, theoretical, and empirical foundations.” 
(Beck,	2002).	Freud	viewed	aggression	more	generally	as	an	innate	and	instinctual	human	trait,	
which most should outgrow in the normal course of human development. A later development in 
Freud’s theory was that humans had the energy of life force (eros) and death force (thanatos) that 
sought internal balance.

6
 Violence was seen as the “displacement.” of thanatos from self and onto 

others. A number of more narrow violence-related theories have drawn on psychoanalytic con-
cepts and ideas, but none are widely regarded as psychoanalytic theories of violence. Ethology:	(i.e.	
The	scientific	study	of	animal	behaviour).	Ethologist,	Konrad	Lorenz	advanced	the	notion	that	ag-
gression	arises	from	a	very	basic	biological	need—a	“fighting	instinct.”	that	has	had	adaptive	value	
as humans have evolved. He argued the drive from aggression is innate and that, in humans, only 
its	mode	of	expression	is	learned	through	exposure	to,	and	interaction	with	the	environment	(Bu-
rom, 2004). The theory of an instinctual drive for aggression suggests that it builds up over time, is 
fueled by emotional or psychophysiological arousal, and is subsequently discharged by a process 
of catharsis, which ostensibly decreases drive.

Frustration-aggression theory:	When	 people	 perceive	 that	 they	 are	 being	 prevented	 from	
achieving a goal, their frustration is likely to turn to aggression. The link between frustration (being 
prevented from attaining a goal or engaging in behavior) and aggression has been discussed in psy-
chology for more than half a century. Some even view it as a “master explanation.” for understand-
ing	the	cause	of	human	violence	(Borum,	Fein,	Vossekuil	&	Gelles,	2003;	Burom,	2004).	The	basic	
premise	of	the	frustration-aggression	hypothesis	is	twofold:	(1)	Aggression	is	always	produced	by	
frustration, and (2) Frustration always produces aggression. When subjected to empirical scrutiny, 
however, research has shown that frustration does not inevitably lead to aggression. Sometimes, 
for example, it results in problem solving or dependent behaviors. And aggression is known to oc-
cur even in the absence of frustration. Thus it is not reasonable to view frustration alone as a nec-
essary	and	sufficient	causal	factor.	Frustration-Aggression	Theory,	proposed	by	Dollard	et	al.	(1939)	
is very prominent, it suggests that individuals resort to violence when they are unable to achieve 
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their goals, often as a result of socio-political obstacles. Terrorism, in this context, is a reaction to 
unmet socio-political demands or grievances. The frustration aggression theory states that aggres-
sion	is	caused	by	frustration	(Dollard,	Miller	et	al.,	1939;	Berkowitz,	Leonard,	1969).	When	some-
one is prevented from reaching his target, he becomes frustrated. This frustration then can turn 
into aggression when something triggers it. The closer you get to a goal, the greater the excitement 
and expectation of the pleasure. Thus the closer you are, the more frustrated you get by being held 
back. Unexpected occurrence of the frustration also increases the likelihood of aggression Dol-
lard,	Miller	et	al.,	1939;	Berkowitz,	Leonard,	1969).	In	an	important	reformulation	of	the	FA	hypoth-
esis,	Berkowitz	(1989)	posited	that	it	was	only	“aversive.”	frustration	that	would	lead	to	aggression.	
The newly proposed progression was that frustration would lead to anger, and that anger – in the 
presence	of	aggressive	cues	–	would	lead	to	aggression.	While	subsequent	research	findings	have,	
at times, been inconsistent or contradictory, “it is reasonable to conclude that aversive stimuli do 
facilitate,	but	probably	not	instigate,	aggressive	behaviour”	(Borum,	Swartz	&	Swanson,	1996;	Te-
deschi	&	Felson,	1994,	p.	688).	In	a	now	classic	work,	Ted	Gurr	was	among	the	first	to	apply	a	sys-
tematic FA analysis to the problem of political violence, framing the frustration as one of “relative 
deprivation.”	(Gurr,	1968).

Social learning theory:	Fundamental	 learning	 theory	suggests	 that	behavioral	patterns	are	
acquired by links (contingencies) established between the behaviour and its consequences. When 
behaviour is followed by desired results (reward), that behaviour is “reinforced” (made more like-
ly). Conversely, when behaviour is followed by undesirable or aversive consequence, that behavior 
is “punished” (made less likely). Social learning theory is a simple extension of this basic idea, sug-
gesting that behavior (e.g., aggression) is learned not only through one’s direct experience, but also 
through observation of how such contingencies occur in one’s environment. Some have referred 
to this as vicarious learning. In this model, aggression is viewed as learned behavior. According-
ly, it is argued that through observation we learn consequences for the behavior, how to do it, to 
whom	it	should	be	directed,	what	provocation	justifies	it,	and	when	it	is	appropriate.	“If	aggression	
is	a	learned	behaviour,	then	terrorism,	a	specific	type	of	aggressive	behaviour,	can	also	be	learned.”	
(Oots	&	Wiegele,	1985,	p.	1110;	Borum,	Swartz	&	Swanson,	1996;	Oots,	1989)

Political theory:	Political	theory	views	terrorism	as	a	calculated	strategy	employed	by	non-
state actors to pursue political, social, or ideological objectives, particularly in contexts where con-
ventional	political	channels	are	perceived	as	ineffective	or	inaccessible.	This	perspective	highlights	
the role of political grievances, state repression, and socio-economic disparities in fostering radi-
calization and violent action. Crenshaw (2022) asserts that terrorism often emerges when individ-
uals or groups feel politically marginalized, oppressed, or disenfranchised. When peaceful political 
activism fails or is met with severe repression, terrorism may become a means of drawing attention 
to grievances and pressuring authorities to meet demands. For instance, separatist movements in 
politically repressive regions have historically turned to terrorism to seek autonomy or indepen-
dence. Socio-economic inequalities also play a critical role, creating conditions ripe for radicaliza-

DOI: 10.5281/zenodo.14776386

DOI: 10.5281/zenodo.14776386



113

LASU Postgraduate School Journal � vol. 1 No.2, January 2025

tion. Populations excluded from political participation or economic prosperity may see terrorism 
as a means to challenge entrenched systems of power. This dynamic is especially evident in con-
flict	zones	where	poverty,	 lack	of	education,	and	 limited	political	 representation	 intersect,	pro-
viding fertile ground for terrorist recruitment. Counter-terrorism strategies informed by political 
theory emphasize addressing underlying causes, such as political grievances and socio-economic 
inequalities. Key approaches include political reforms, fostering inclusive governance, engaging 
marginalized communities in dialogue, and implementing socio-economic development initia-
tives. For example, in Northern Ireland, peace negotiations and the political integration of groups 
with	militant	histories	significantly	contributed	to	de-escalating	violence.	These	strategies	high-
light the importance of tackling root causes to reduce the appeal of terrorist ideologies.

Social identity theory:	 Social	 identity	 theory,	 developed	 by	 social	 psychologists,	 explores	
how	individuals	derive	their	sense	of	identity,	belonging,	and	purpose	from	group	affiliations.	This	
framework has been instrumental in understanding radicalization processes and the role of iden-
tity-based	conflicts	 in	 fueling	 terrorism.	Tilly	and	Wood	(2023)	suggest	 that	 radicalization	often	
stems from group dynamics, where individuals develop a strong allegiance to their in-group while 
perceiving out-groups as threats. This “us versus them.” mindset can escalate into violence, par-
ticularly when group identity becomes politicized or is perceived as being under attack. Extrem-
ist	groups	exploit	these	dynamics	by	promoting	narratives	of	victimization	and	offering	a	collec-
tive identity that provides purpose, respect, and a sense of action against perceived oppressors. 
When individuals feel that their cultural, religious, or ethnic identity is marginalized or threat-
ened, they may gravitate toward radical ideologies as a form of defense. This phenomenon is evi-
dent in contexts such as the radicalization of diaspora communities, where individuals often ex-
perience disconnection from both their home and host societies. Extremist propaganda leverages 
these feelings of alienation, employing identity-based rhetoric to recruit and radicalize individu-
als. Counter-terrorism strategies based on Social Identity Theory emphasize fostering social cohe-
sion, reducing identity-based discrimination, and dismantling divisive narratives. Initiatives such 
as	community	engagement	programs,	interfaith	dialogues,	and	efforts	to	build	inclusive	national	
identities have shown promise in preventing radicalization. Additionally, counter-narratives that 
directly challenge extremist rhetoric on social media play a critical role in reducing the appeal of 
radical ideologies. For example, grassroots campaigns in European countries have successfully pro-
moted	messages	of	inclusion	and	tolerance,	diminishing	the	influence	of	extremist	groups	on	mar-
ginalized youth.

Globalization theory:	Globalization	theory	frames	terrorism	as	a	consequence	of	the	increas-
ing interconnectedness of the modern world. It explores how globalization facilitates the rapid ex-
change of ideas, technologies, and resources that simultaneously empower terrorist organizations 
and	bolster	global	counter-terrorism	efforts.	Sageman	(2022)	argues	that	globalization	has	enabled	
terrorist groups to operate across borders, utilizing modern communication technologies, global 
financial	systems,	and	transportation	networks	to	coordinate	attacks	on	an	international	scale.	The	
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internet, in particular, has become a critical tool for disseminating extremist propaganda, recruit-
ing members, and orchestrating operations. The phenomenon of “lone wolf.” attackers radicalized 
online highlights how globalization can spread terrorist ideologies without the need for direct or-
ganizational involvement.

While globalization has extended the reach of terrorist networks, it has also enhanced count-
er-terrorism capabilities. Advances in international cooperation, intelligence sharing, and tech-
nological innovation—especially in surveillance and cybersecurity—have strengthened the abil-
ity to detect and thwart terrorist activities. Institutions such as INTERPOL and initiatives like the 
Global	Counter-Terrorism	Forum	(GCTF)	exemplify	the	collaborative	efforts	to	address	terrorism	
on	a	global	scale.	Globalization	Theory	emphasizes	the	importance	of	international	cooperation	
and technological advancement in counter-terrorism strategies. Key measures include monitoring 
transnational	financial	transactions,	improving	border	security,	and	combating	online	radicaliza-
tion.	Additionally,	addressing	the	socio-economic	effects	of	globalization,	such	as	economic	 in-
equalities and cultural alienation, can reduce the conditions that foster radicalization. Cyberse-
curity	initiatives,	international	treaties,	and	multilateral	organizations	are	crucial	in	this	fight.	The	
European Union’s counter-terrorism framework, which emphasizes shared intelligence and joint 
operations, serves as a successful example of regional collaboration to enhance security.

Theoretical Integration and Empirical Insights 
Political	theory,	social	identity	theory,	and	globalization	theory	each	offer	valuable	perspec-

tives on the multifaceted nature of terrorism. Political grievances, identity-based dynamics, and 
the impact of globalization are all critical in understanding the roots and mechanisms of terror-
ism. Combining these theoretical frameworks allows for a more holistic approach to counter-ter-
rorism, addressing immediate threats while targeting the underlying socio-political factors that 
enable	 terrorism	 to	 thrive.	By	 incorporating	political	 reform,	 fostering	 social	 cohesion,	 and	en-
hancing global cooperation, this integrated approach strengthens both national and international 
security	efforts.	

Awan and Rehman (2023) emphasize the importance of community-based initiatives in pre-
venting	radicalization,	noting	that	fostering	trust	and	grassroots	collaboration	in	the	UK	signifi-
cantly	reduced	extremist	influence.	Similar	successes	have	been	observed	in	Southeast	Asia,	par-
ticularly	in	Indonesia	and	Malaysia,	where	post-COVID	counter-radicalization	efforts	have	thrived	
due	to	sustained	government-community	cooperation,	effectively	curbing	terror	recruitment	and	
activities. Zhang and Patel (2023) highlight the growing threat of cyber-terrorism, emphasizing the 
increasing sophistication of cyber-attacks targeting critical infrastructure. Decentralized terrorist 
networks increasingly leverage cyberspace for recruitment and operational coordination, making 
enhanced international cybersecurity cooperation and multi-stakeholder partnerships essential in 
addressing this evolving challenge. Hafez and Mullins (2022) examine the dual role of social media 
in	spreading	extremist	ideologies	and	countering	them	through	counter-narratives.	Their	findings	
indicate that coordinated campaigns involving both governmental and non-governmental actors 
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are	critical	to	effectively	challenging	extremist	rhetoric.	These	efforts	have	been	particularly	vital	
in	combating	the	online	influence	of	groups	like	ISIS	and	al-Qaeda,	which	remain	active	in	cyber-
space despite territorial defeats.

Kinsella and Wright (2023) underscore the importance of international cooperation in in-
telligence sharing and joint military operations. However, they note that geopolitical tensions and 
trust	deficits	often	hinder	such	collaboration.	In	regions	like	the	Sahel	and	Central	Asia,	joint	ef-
forts have achieved mixed results. While cooperative military operations have weakened groups 
like ISIS Central Africa, challenges related to political instability and weak governance continue to 
undermine sustainable outcomes. Recent assessments reveal that terrorist organizations such as 
ISIS	and	al-Qaeda	affiliates	have	adapted	by	exploiting	weak	governance	in	regions	like	West	Africa	
and	the	Sahel.	These	groups	engage	in	“shadow	governance,.”	filling	administrative	gaps	in	fragile	
states and complicating traditional military-based counter-terrorism strategies. Additionally, Iran’s 
state-sponsored	terrorism,	exemplified	by	its	support	for	groups	like	Hezbollah	and	Hamas,	high-
lights	the	geopolitical	complexity	of	counter-terrorism.	Such	support	includes	extensive	financial	
and	 logistical	backing,	 further	 complicating	global	 counter-terrorism	efforts	 in	 the	Middle	East	
and necessitating nuanced diplomatic and military responses.

METhOD
Design: This research employs a qualitative approach, synthesizing existing literature from 

academic journals, government reports, and think tank publications. A systematic review of arti-
cles published from 2022 to the present was conducted, focusing on contemporary theories and 
empirical	findings	relevant	to	counter-terrorism.

Results: To identify the relevant social science literatures, we began by searching a series of 
major academic databases using a systematic, iterative keyword strategy, mapping, where possi-
ble onto existing subject headings. The focus was on locating professional social science literature 
published in some selected major books and frontline peer-reviewed journals. The following data-
base	searches	were	conducted	in	December	2024:	Sociofile/Sociological	Abstracts,	Criminal	Justice	
Abstracts (CJ Abstracts), Criminal Justice Periodical Index (CJPI), National Criminal Justice Refer-
ence	Service	Abstracts	(NCJRS),	PsychInfo,	Medline,	Public	Affairs	Information	Service	(PAIS)	and	
APA Abstracts. The “hit count.” from those searches is summarized in the Table 1. After the initial 
list was generated, we cross-checked the citations against the reference list of several major review 
works that had been published in the preceding three years. Finally, the list was submitted to the 
three senior academic consultants soliciting recommendations based only on relevance.

Table 1: Summary of relevant social science literature and academic databases

Terrorism Psychinfo Medline CJPI NCJRS CJ 
Abstracts PAIS Socio-

File
APA Ab-
stracts

Terror* (kw) 1214 322 N/A 63(0) N/A 205 351
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Terrorism Psychinfo Medline CJPI NCJRS CJ 
Abstracts PAIS Socio-

File
APA Ab-
stracts

Terror* & Mindset 10(0) 27 14(0) Boolean 33(0) N/A 6(0) N/A 115

Terror*(kw) & Psych*(kw) 129 359 159 24(0) 38(0) 16(0) N/A 567

Terrorism & Mindset 15(0) N/A N/A N/A I N/A N/A 122(0)

Psychology (Sub) & Ter-
ror* (kw)

22 11(0) N/A 4(0) N/A N/A N/A 612

Psychology (Sub) & Ter-
rorism (Sub)

48 56(0) 45(0) 35(0) 47 3(0) N/A 235

Psychology & Terrorism N/A N/A N/A Boolean 78(0) 15(0) 12(0) 23(0) 73(0)

Political Violence (kw) 589 1215(0) 76(0) Boolean 36 97 16(0) 44(0) 49

Political Violence (kw) & 
Psychology

67 45 N/A N/A 32(0) 15(0) 234 238(0)

Numbers = Total results N/A= Search Term unnecessary (0) =No items were kept from the results kw=keyword

SuMMARy OF FINDINGS FROM LITERATuRES
•	 Objective	 1:	Analyze	 the	 evolving	nature	 of	 terrorism	and	 its	 implications	 for	 global	 securi-

ty—The	findings	reveal	an	increased	reliance	on	technology	by	terrorist	organizations,	partic-
ularly in cyber-terrorism and the strategic use of social media for recruitment and propagan-
da	(Zhang	&	Patel,	2023;	Hafez	&	Mullins,	2022).	These	advancements	support	decentralized	
operations	and	broaden	the	global	influence	of	extremist	ideologies.	The	rise	of	decentralized	
structures,	such	as	ISIS	affiliates	in	Africa	and	Central	Asia,	highlights	the	ability	of	these	groups	
to exploit weak governance and societal vulnerabilities. These dynamics introduce new risks to 
global security, requiring innovative strategies that address immediate threats while targeting 
systemic drivers of terrorism.

•	 Objective	2:	Evaluate	current	counter-terrorism	strategies	and	their	effectiveness	in	combating	
modern threats—Contemporary counter-terrorism approaches incorporate international co-
operation	and	advancements	in	cybersecurity.	However,	their	effectiveness	is	constrained	by	
geopolitical tensions and resource disparities, particularly in fragile regions such as the Sahel. 
Community	engagement	initiatives	have	proven	effective	in	curbing	radicalization	and	foster-
ing resilience, as seen in successful programs in the UK and Southeast Asia (Awan & Rehman, 
2023;	RSIS,	2023).

•	 Objective	 3:	 Identify	 significant	 gaps	 in	 the	 literature	 related	 to	 counter-terrorism—The	 re-
search	identifies	a	lack	of	integrated	frameworks	that	address	the	interaction	between	global-
ized	technology	and	localized	governance	weaknesses.	Specifically,	there	is	insufficient	focus	
on countering “shadow governance.” by terrorist organizations in regions with limited state 
control. Additionally, the literature inadequately explores the integration of emerging technol-
ogies	into	counter-narrative	strategies	to	effectively	preempt	extremist	content	online.

•	 Objective	4:	Propose	recommendations	for	improving	counter-terrorism	efforts—The	findings	
underscore the importance of a multi-faceted approach that combines military, technological, 
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and community-based strategies to address the evolving threat landscape. Enhanced interna-
tional cooperation, advanced cybersecurity initiatives, and grassroots engagement are essential 
for countering the complex dynamics of modern terrorism.

The	findings	align	closely	with	the	study’s	objectives,	highlighting	the	dynamic	evolution	of	terror-
ism	and	the	urgent	need	for	adaptive,	holistic	counter-terrorism	measures.	By	addressing	identi-
fied	gaps	and	leveraging	innovative	solutions,	global	security	frameworks	can	more	effectively	mit-
igate the multifaceted threats posed by modern terrorism.

DIScuSSION
The	study’s	findings	provide	a	detailed	and	evolving	perspective	on	modern	terrorism	and	

the	counter-terrorism	strategies	aimed	at	addressing	it.	Today’s	terrorism	is	increasingly	defined	
by its use of technology, decentralized structures, and the exploitation of systemic vulnerabilities. 
As noted by Zhang & Patel (2023) and Hafez & Mullins (2022), digital tools and platforms—such 
as cyber-attacks and social media—are now central to terrorist tactics. These platforms facilitate 
recruitment, the spread of propaganda, and operational coordination, enabling groups to extend 
their	influence	beyond	their	local	territories.	The	adaptability	of	organizations	like	ISIS,	especial-
ly	through	their	affiliates	in	Africa	and	Central	Asia,	illustrates	how	decentralized	groups	exploit	
weak governance, intensifying global security risks.

In	 terms	of	 counter-terrorism	effectiveness,	 the	 study	highlights	 key	progress,	 particular-
ly through increased international cooperation and bolstered cybersecurity measures. Kinsella & 
Wright (2023) stress that intelligence sharing and joint operations are critical to global counter-ter-
rorism	success,	although	geopolitical	conflicts	often	impede	their	full	potential.	Awan	&	Rehman	
(2023) also examine community engagement initiatives, which have shown promising results in 
reducing	radicalization	and	promoting	local	resilience.	These	efforts,	particularly	in	the	UK	and	
Southeast Asia, emphasize the value of involving local populations in broader security measures 
to	effectively	counter	extremist	ideologies.

Despite	these	improvements,	significant	gaps	remain	in	both	counter-terrorism	theory	and	
practice. The relationship between globalization, technology, and local governance has not been 
sufficiently	explored,	as	evidenced	by	the	lack	of	comprehensive	frameworks	to	address	these	in-
terconnected issues. The phenomenon of “shadow governance,.” where terrorist groups take over 
administrative	functions	in	areas	with	weak	state	control,	complicates	efforts	to	neutralize	these	
threats. Additionally, current counter-narrative strategies are not adequately integrated with 
emerging	technologies,	reducing	their	effectiveness	against	the	widespread	influence	of	extremist	
content online.

The study underscores the need for multi-dimensional counter-terrorism approaches that 
incorporate military, technological, and community-driven strategies. It is critical to move beyond 
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reactive	measures	and	tackle	the	systemic	conditions	that	allow	terrorism	to	flourish.	This	involves	
fostering trust in international partnerships, enhancing the technological capabilities of count-
er-terrorism	efforts,	and	strengthening	community	resistance	to	radical	ideologies.

Overall,	the	findings	align	closely	with	the	study’s	goals,	providing	a	comprehensive	under-
standing of the evolving dynamics between terrorism and counter-terrorism. They also highlight 
the	urgent	need	 for	adaptable,	 innovative,	and	coordinated	global	 responses.	By	addressing	the	
identified	gaps	and	capitalizing	on	emerging	opportunities,	such	as	advancements	in	artificial	in-
telligence	and	deeper	international	cooperation,	the	global	community	can	more	effectively	antic-
ipate and address the complex threats posed by modern terrorism.

cONcLuSION
In conclusion, terrorism remains a dynamic threat requiring urgent and innovative counter-

measures. The interplay between technological advancements, social dynamics, and global coop-
eration	will	define	the	future	of	counter-terrorism	strategies.	Effective	counter-terrorism	must	not	
only address immediate threats but also the underlying conditions that foster radicalization.

REcOMMENDATIONS

1.	 Governments	should	invest	in	community	engagement	programs	to	foster	resilience	
against radicalization.

2. Enhanced cybersecurity measures should be implemented to counteract potential cyber-
terrorism threats.

3. International collaboration must be prioritized, focusing on intelligence sharing and 
coordinated operations.

4.	 Ongoing	research	and	adaptability	are	essential	to	refine	counter-terrorism	strategies	in	
response to evolving threats.
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